
Digital Transformation
of Healthcare:  
A How-to Guide



The world of healthcare and life sciences is entering a new phase with a 
renewed focus on prevention. The reasons? One is a push for value—both in 
patient care and in purchasing. Another is the soaring cost of drug discovery. 
And then there are mounting expectations for a patient-centric approach, 
aimed at empowering patients in the management of their own care.

All this has the healthcare community turning to technology for answers. 
Advanced analytics—including modeling, simulation, expert systems and 
machine learning/artificial (or augmented) intelligence (ML/AI)—is creating 
new ways for patients to take charge of their condition. It’s also streamlining 
patient-provider interactions and enabling healthcare professionals to make 
better decisions. And many of these technologies are available today, in the 
cloud, ready for integration into new applications.

In a nod to this reality, the American Medical Association (AMA) adopted a 
policy to promote the use of AI in the delivery of care. The policy includes a set 
of best practices for developing AI-powered digital healthcare solutions that 
are clinically valid and of high quality. Transparency, reproducibility, privacy 
and security are among the safeguards the AMA recommends. The association 
also calls for AI solutions to address bias and avoid the introduction or 
exacerbation of healthcare disparities. 

But how does this translate into the practicalities of building analytics-enabled 
digital healthcare solutions? Are there specific attributes and capabilities that 
providers, payers and life sciences companies can look for in determining 
whether a cloud-based development platform is right for them? Absolutely.  
 
Here are seven considerations to narrow the field and make 
the decision easier. 
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HIPAA Compliance
and Security
Cloud-based platforms offer a faster, easier way to develop cutting-edge custom 
applications. But they also introduce another party to the system—the health cloud 
provider—that may not necessarily be bound to HIPAA standards for protecting 
the confidentiality, integrity and availability of protected health information (PHI). 
This means providers and health plans must take steps to ensure electronic health 
records are managed properly in the cloud environment. 

The good news is that a compliance-ready health cloud platform can remove much 
of this burden from healthcare organizations. Look for solution providers that will 
sign a business associate agreement (BAA) that covers their service and underlying 
infrastructure under HIPAA. Make sure the provider also has a BAA with their cloud 
infrastructure provider to cover cloud computing services, storage and network.

When evaluating providers, be aware that even under the HIPAA Security Rule, gray 
areas exist. So, it’s worth clarifying where the provider’s responsibility ends and yours 
begins. If your organization has its own security guidelines separate from HIPAA, for 
instance, confirm that the provider will comply with them. Since HIPAA requires only 
a self-assessment from business associates, also look for compliance with industry 
standards such as those from the National Institute of Software Technology (NIST). 
Consider requiring annual or semiannual compliance assessment reports from a 
qualified third party. Finally, talk to other customers about their experiences running 
HIPAA-compliant apps on the platform you’re considering.  
 

Data Integration
In the cloud, healthcare organizations can avail themselves of a wide variety 
of external services that help them innovate quickly. Analytical capabilities 
such as ML and AI can multiply the impact of those innovations. But analytical 
technologies are data hungry, which leaves a related challenge: getting new apps 
to work with existing, disparate data sources, such as multiple electronic health 
record (EHR) systems. 

When selecting a cloud platform, first assess the systems you’ll need to integrate, 
including how scalable the vendor’s platform is for future innovation. Next, find 
out how the network will be secured between your current system(s) and the 
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cloud-based solution. For instance, you’ll want to know if the vendor can meet 
your organization’s security guidelines and whether they can adhere to your IT 
organization’s standards. 

Then there’s performance. Keep in mind that solution providers have different ways 
of optimizing performance. So, whether it’s keeping some data in the cloud, caching 
some data in the app on the user’s device, or some other way, the vendor should 
be ready to provide documentation on how they’ll ensure compliance and security. 

Finally, think about the effect that integration changes can have. What kind of load 
will the digital solutions you build put on your internal systems and IT support 
capabilities? For example, if you upgrade your existing EHR system or migrate from 
one EHR system to another, how will this affect your cloud-based applications? 
Anticipating these and other events can head off negative surprises down the road.  
 

Speed to Market
Time pressures are a nearly inevitable part of digital development. So have 
your solution provider show how, compared with an on-premises digital system, 
its cloud-based, analytics-driven solution will improve your ability to take new 
applications to market quickly. Beyond that, the solution provider should have 
documentation that indicates what to expect from the start of development to 
the go-live date. There should be evidence of repeatability as well, so you’ll know 
that the solution consistently enables speed to market across multiple types of 
applications as well as multiple versions of a single application. 

Don’t forget to ask for customer references. Although each healthcare 
organization is unique, some insight into the challenges that peers have faced will 
help you align expectations within your own organization.  
 

Cost Effectiveness
Efficient provisioning, pay-as-you-go fees and the ability to scale up or down on 
demand are among the attributes that give cloud computing its budget-friendly 
image. Still, organizations need to have some idea of how rising usage can affect 
their costs. That means looking beyond often-attractive upfront pricing to 
understand what’s sustainable over time. 
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Another consideration is total cost of ownership (TCO). This management 
accounting concept is a way to estimate the initial price tag plus ongoing 
operating costs. TCO applies not only to the cloud-based platform itself but the 
apps you develop on it as well. A cloud development provider should be able to 
model TCO for you under a variety of assumptions and scenarios. 

For even greater predictability, some solution providers offer a fixed-fee 
alternative. This shifts some of the overrun risk to the vendor, making it easier 
to put together a realistic budget for the first few years of spend. If one of your 
digital apps sees a sudden surge of users, for instance, the vendor is the one who 
has to worry about procuring the resources to maintain performance.  
 

Big Data Processing 
Healthcare and life science data tends to be “noisy.” Much of it is unstructured, 
such as handwritten notes. And given the limited time caregivers have for 
documentation, some details might be omitted while others are repeated again and 
again, each time in a different way. 

All this makes conventional databases impractical for purposes of analytics, ML/AI 
and automation. Moreover, depending on the size of the organization, data can also 
come from patient portals, payer records, government agencies and other sources. 
Public records, geolocation tracking and other open-source data also play a role. 
Then, once patient-facing digital apps are on the scene, add smart phone and 
wearable devices to the mix. To paraphrase the old saying: A million records here,  
a million there, and pretty soon you’re talking big data. 

In order for users to connect to various data sources without IT intervention, 
a health cloud solution needs an automated way to extract the data at scale, 
aggregate it, and make it available for analysis—all in line with compliance and 
security protocols. At the same time, the solution should be able to identify 
common types of “noise” and filter them out to clear the way for data modeling. 
To reduce overall IT spend and drive data quality, it’s important to find a solution 
provider that enables you to leverage your existing data investments with  
ease of integration.  
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Data Discovery
This brings us to the subject of putting curated data to work. As you evaluate 
your options for cloud-based development platforms, articulate the kinds of 
questions you’d like the solution to answer in an actionable way, based on 
the data assets that are (or could be) available to your organization and the 
particular analytical capabilities the platform offers. Let’s look at a few examples:

Reduce cost. How many patients are likely to miss their appointments on a given 
day and time? Which location is more likely to have patient no-shows? Given a 
patient’s history, what is the best time to schedule their appointment?

Improve care. What is the optimal post-acute care setting for a given condition? 
What genetic tests and specialty drugs are most closely associated with better 
outcomes? What is the success rate for a particular patient given their condition 
and history of adherence?

Improve access. What unmet behavioral health needs exist in a given patient 
population? What is the relationship between behavioral health and hospital or 
emergency room utilization?

A thorough understanding of the insights you seek should help you zero in on 
the data sources, connectors, analytical engine and predictive models you need 
as part of a digital IT solution.  
 

Advanced Analytics
The most advanced health cloud solutions are capable of bolstering predictive 
models with ML in line with AMA best practices. 

ML is a type of AI that can draw inferences from large amounts of data without 
manual intervention. ML algorithms can also improve themselves, without 
additional programming, by identifying and applying changes that occur in data 
patterns. With that, inferences become increasingly refined over time. 

The upshot is that ML reduces the need for people to engage in time-consuming 
analysis. An ML-enabled application could, for instance, detect incorrect coding 
and translate this into specific actions that financial managers can take to 
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head off reimbursement issues. The idea here is to transform raw output into 
intelligence that helps users make business decisions regardless of their training. 

ML can augment clinical decisions as well. For instance, it might compare a 
patient’s symptoms with similar patients in the historical record to understand 
how the patient is likely to respond to a particular medication. The result could 
be fewer office visits, a shorter medical episode and a better patient outcome. 

A key aspect of this type of automation is the ability to draw from different data 
sources to yield multidimensional insights. For example, instead of showing a 
patient’s chart from a single physician practice, an ML-enabled solution can 
combine chart data from all the different practices—primary, gynecology, 
endocrinology, ophthalmology and so forth—providing care to that patient. On 
top of that, the solution could add demographics, family history, hospitalizations 
and other kinds of data, creating a 360-degree view of the patient and reducing 
the odds of omitting critical information in the delivery of their care.  
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Empowering Digital 
Transformation
Digital innovation in healthcare is here to stay. From patient 
engagement to revenue cycle management, advanced analytics 
and ML/AI-driven technologies can help to reduce operating costs, 
boost profitability and improve patient care. And organizations are 
increasingly weighing a move to the cloud so they can build those 
applications in a faster, more cost-effective way. 

Although many cloud-based vendors offer development platforms 
with advanced technologies, their tools and services can vary 
significantly—and not all are suited to the specific requirements of 
healthcare. The seven considerations outlined above should help 
to narrow the field and get you on your way to a digital future that 
is powered by analytics, AI and ML. 
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Are you ready to drive patient adherence, improve clinical and 
operational efficiencies, and decrease overall healthcare costs?
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