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Audio Bridge Options & Question Submission

Presenter
Presentation Notes
Join Audio:  2 ways to do so, 1) to use VoIP, click on “Mic & Speakers”,  or 2) to use your telephone, click on “telephone” and dial-in using the numbers and information provided

2) All lines are muted for today’s webinar.  We do plan to have a live Q&A session at the end of the presentations.  However if you have a question at any time during this webinar, simply submit your questions via the “Question” section of the webinar interface located to the right of your screen – we will collect all questions through this “Question Window”.  

Final Note:  we are recording today’s webinar
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Agenda
 Data Access Security Landscape
 Deep-Dive into Data Access Security
 How Progress configures and tests these complex environments
 DataDirect Security Vulnerability Policy
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Data Access Security 
Landscape

Presenter
Presentation Notes
Help folks understand the complexity of the security landscape.

Furthermore, it is growing in complexity: the amount of data and the number of tools accessing the data is also increasing.

Therefore, security burden is increasing for IT.



6© 2018 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.© 2018 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.

$2.1 Trillion
Cost of Data Breaches by 2019

Presenter
Presentation Notes
1:960,000 – Chances of getting struck by lightning
1:4 – Chances of a Data Breach

1.4 Billion – Records Compromised in 2016
2 Billion – Records Compromised in a Single breach in 2017

Nishanth to provide references.
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Source: 2017 Ponemon Cost of Data Breach Study

Presenter
Presentation Notes
https://www.ibm.com/security/data-breach#cost
The most significant increases in per capita cost compared to the four-year average were services (+$45), financial (+$23), technology (+$21) and health (+$11). The most significant decreases were education (-$60), life science (-$19) and communications (-$18).

Cost is significant and it Transends industry sectors

Heartbeat, Poodle, BEAST, CRIME, FREAK, Lucky 13, BERserk, RC4 Attacks, Renegotiation attacks

None of us want our company to make the headlines because of a security breach.
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Enterprise Data Access Security is Highly Complex

1
Misuse of Credentials
Threats from within the 
organization and ex-employees

4
Data Privacy Laws
GDPR, FCRA, GLBA, COPPA, 
etc.

2
Security Breaches
Phishing, Malware, DoS... Ex: 
Poodle, Freak, Beast, etc.

3
Compliance Needs
HIPAA, FEDRAMP, SOX, FIPS 
140-2 etc. 

5
Variety of Solutions
Enterprises adopt different 
technologies to solve the same 
problem. Ex: Kerberos, NTLM

6
Hybrid Environment
Security needs to be managed 
in the cloud, on the perimeter 
and on-premises

Presenter
Presentation Notes
It is all over the place…So we need to understand the Enterprise Data Security… STRIDE…

Number of technologies we need to keep track of. Our products can help:
ODBC drivers OpenSSL updates
XML converters are HIPAA compliant
HDP is FEDRAMP and FIPS 140-2 compliant
Products have information to help you hide personally identifiable information and respect privacy: GDPR (no data duplication

https://en.wikipedia.org/wiki/STRIDE_(security) 

https://www.progress.com/solutions/health-cloud/platform 
 
https://www.progress.com/data-integration/data-sources/edi-standards/hipaa 
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Data Access Security in a Nutshell

Authorization

Determine 
what actions a 
particular client 
can or cannot 

perform

Authentication

Ensure that an 
individual or 
application is 

who/what they 
claim to be

Encryption

Protect 
sensitive data 
at all times –
when at rest, 

in motion or in use

Data Auditing

Assess 
the quality, utility 

and security of data 
as it moves 

between systems

Presenter
Presentation Notes
Simplifying things …

ID the client
What data accessible
Data secure as it moves
Monitoring and tracing the movement

This will provide a context for the discussion to follow



11© 2018 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.

Poll Question
 Where are you seeing increasing complexity with data access 

security?
• Big Data and NoSQL sources
• Enterprise databases such as Oracle and SQL Server
• API Strategies
• Hybrid Cloud and On-premises environments
• Other
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Deep-Dive into Data Access 
Security
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Data Access Security Overview

Authorization

Service-level
User vs Role-based
DB ,Table, Column

Read/Write
Data Masking

Authentication

Anonymous
Basic
2FA

Kerberos
Single Sign-on

Encryption

SSL/TLS
Ciphers
Hash

Data Integrity
Data at Rest

Data Auditing

Logging
Monitoring

Alerts
Error Handling
Data Lineage

Presenter
Presentation Notes
2FA = two factor Authentication

Now we'll take a look at some specific technologies and how they fit into these categories. Keep in mind that some items fit into multiple categories and that we'll be discussing these at a high level. When it comes to verifying user identity, consider the initial handshake security requirements to determine whether you wish to permit passwords to be sent over the network. This might be acceptable in a development environment, but is not likely secure enough in a production or cloud based data access environment.

You may wish to access a cloud based service where your identity is verified using two or more methods. This is the concept of 2FA or 2-factor authentication. Once your password is validated by the authentication service, a second layer of security is added by sending a code or question to the email address or phone number associated with the account. The user is verified to the service only after this code has been communicated back to the service. 

Additional security and the ability to use single sign on are added by using Kerberos authentication where the user credentials are verified by a third tier that is separate from the client or database servers. As a result, the server resource being requested never receives the password of the user. Typically, the rules governing whether this user then has access to the service being requested are managed by an LDAP server implementation such as Windows Active Directory. 
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Popular Enterprise Security Technologies
 Kerberos

• Authentication
• Authorization
• Ticket management

 Active Directory
 LDAP
 NTLM (only for cross domain access)

Presenter
Presentation Notes
Kerberos is a computer network authentication protocol that uses tickets to allow nodes communicating over a non-secure network to prove their identity to one another in a secure manner.
Once you've authenticated yourself to the ticket granting server then you no longer need to enter user id and password credentials in order to request access to other services within the Kerberos realm. As long as you are authorized to use the service, you are then able to connect transparently.
There's a lot more to this exchange under the covers, but that's beyond the scope of this talk.
Windows Active Directory uses Kerberos as its default authentication mechanism. While Active directory simplifies the ticket granting process there is additional overhead to managing user and service tickets in app/web server environments. You often want the app server to establish a connection based on the identity of the user requesting access from a separate node in the network. This concept of user impersonation gets tricky and requires additional permissions granted to the service within the Kerberos domain as well as the ability to access the user's credentials securely over the nodes on the network. 

LDAP is another component integral to many authentication and authorization models. LDAP provides a well defined API that makes it easy to interact with and administrate. It's network communication is truly lightweight in that the packets for interaction with the LDAP server are binary ASN.1 encoded which means they are compact and also easy to parse. If network traffic security is a concern, then the LDAP communication can be  encrypted using SSL/TLS. While encryption usually adds performance overhead, connections from clients to the LDAP server are persistent so once the authentication step is complete, the rest of the communication is cheap. Windows AD and Oracle OID both use LDAP implementations for managing user authentication and authorization.

Lastly, I'll give a shout out to the old Windows NTLM authentication which is still used as an alternative to Kerberos for cases where the resources reside in multiple domains which invalidates Kerberos as an option.
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Relational Database Security Example
 Oracle Wallet

• Manage DB credentials across multiple domains
• PKI certificates
• Encrypted database net service names

 Oracle Internet Directory
• LDAP using Oracle database as storage
• Authorization
• Oracle Advanced Security uses OID for central mgmt of user 

credentials

Presenter
Presentation Notes
Centralized location for storing encrypted details for database credentials, PKI certificates used in SSL/TLS network encryption and net service name connection specifics.
Removes the need to keep passwords in data source definitions
Wallets can be files stored locally in a file system or uploaded to an LDAP repository. They can also be stored in the user profile area of the Microsoft Windows system registry providing an additional layer of user access control.
When used to store Public Key Infrastructure (or PKI) certificates, each certificate request you create generates a unique private/public key pair. The private key stays in the wallet and the public key is sent with the request to a certificate authority. When that certificate authority generates your certificate and signs it, you can import it only into the wallet that has the corresponding private key.
Storing Oracle net service connection details in the wallet hides the connection details of the Oracle instances to which you are connecting.

OID is Oracle's LDAP implementation using Oracle database as the storage engine. This provides:

Scalability - support for terabytes of directory information and thousands of concurrent clients with sub-second search response times

High availability - Replication between directory servers. Also protected by Oracle's backup features

Security - comprehensive and flexible access control. Enables single sign-on. Implements three levels of user authentication: anonymous, password-based, and certificate-based using SSL Version 3 for authenticated access and data privacy

Tight integration with the Oracle environment - single point of integration between the Oracle environment. For example Oracle Advanced security uses OID for:

Central Management of user authentication credentials
Instead of storing a user's database password in each database, Oracle Advanced Security stores it in one place: the directory. It stores the password as an attribute of the user entry.
Central management of user authorizations
Oracle Advanced Security uses directory entries, called enterprise roles, to determine the privileges for a given enterprise user within a given schema. Enterprise roles are containers for database-specific global roles.
Single password authentication
In the Oracle Database, Oracle Advanced Security enables enterprise users to authenticate to multiple databases by using a single, centrally managed password. The password is stored in the directory as an attribute of the user's entry and is protected by encryption and access control lists. This spares you from setting up Secure Sockets Layer (SSL) on clients and users from having to remember multiple passwords.
Enterprise user security
The alternative to authenticating with a centrally managed password is to use PKI-based enterprise user security through SSL. Like single password authentication, this feature relies on a user entry in the directory. A user's wallet must be stored as an attribute of his or her entry.
Central storage of PKI credentials
In Oracle Database and Oracle Application Server, user wallets can be stored in the directory as an attribute of the user's entry. This enables mobile users to retrieve and open their wallets by using Enterprise Login Assistant. While the wallet is open, authentication is transparent—that is, users can access any database on which they own or share a schema without having to authenticate again.
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Cloud Data Security Technologies
 OAuth

• Used as a means of providing access to web based 
resources

• Not a true authentication protocol
• Requests are directed to separate identity providers and if 

an access token is granted then access to the resource is 
granted

 OpenID
• Authentication framework for establishing user identity

Presenter
Presentation Notes
OAuth is an authorization protocol rather than an authentication protocol. When a resource is requested, the request is redirected to an identity provider in order for the user to be authenticated. The resource owner trusts the identity provider to which the requesting user was redirected. If the user returns an access token, then the resource allows access, but there is no guarantee that the access token was granted by the identity provider based on the validation of user credentials. The OAuth process does include several kinds of authentication in its process: the resource owner authenticates to the authorization server in the authorization step, the client authenticates to the authorization server in the token endpoint, and there may be others. The existence of these authentication events within the OAuth protocol does not translate to the Oauth protocol itself being able to reliably convey authentication.

OpenID allows you to use an existing account to sign in to multiple websites, without needing to create new passwords.
You may choose to associate information with your OpenID that can be shared with the websites you visit, such as a name or email address. With OpenID, you control how much of that information is shared with the websites you visit.
With OpenID, your password is only given to your identity provider, and that provider then confirms your identity to the websites you visit.  Other than your provider, no website ever sees your password, so you don’t need to worry about an unscrupulous or insecure website compromising your identity.
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Network Security Technologies
 Firewalls and Forward Proxies

• Restrict points of access to network, network use policy 
enforcement, client anonymization

• Problems for mixed cloud- and on-premises deployments

 Cloud Access Security Broker (CASB)
• To network topology, like a proxy
• Focused on cloud data

– Authorization
– Scan cloud data, enforce policies
– Risk assessment
– ML threat detection in some products

Presenter
Presentation Notes
Network is critical component
Firewalls and proxies aren’t new, but data access across them is changing
Proxies for data access to cloud
Firewall traversal for access to on-prem data
CASB – start with a combined firewall/proxy, but add list above.

Rough sample script:
A critical component in enterprise data access security will be your network environment itself, and the network is playing a bigger role than before.  Corporate firewalls and proxies have been around a while, usually for restricting access to the network both internally and externally, enforcing corporate network use policies, and so on.  They’re playing a bigger role today, though, as many data sources are moving towards cloud deployments.  On the one hand, this means that local applications will have to traverse forward proxies more frequently to get to cloud-hosted data.  The opposite problem shows up for cloud-based applications that need access to on-premises data: you'll need a way to cross that firewall.  I know our Hybrid Data Pipeline engineers had to come up with a way for a cloud-based data layer to access on-premises data without poking holes in the firewall.
  
Newer technology in this space is found in the CASB, or Cloud Access Security Broker.  This is something like cross between a firewall and proxy, but souped up for cloud access. - it's much narrower in scope than either, and adds on functionality like access authorization, risk assessment, it can scan the data in your cloud for compliance, and even threat detection via machine learning in some offerings.
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Cloud Security Example
 Amazon AWS IAM

• Identity and Access Management
• User and Group Management
• Authentication: 

– Passwords, key pairs, certificates, multi-factor
– Integration with AD, Google, Facebook

• Access Control
– User and group permissions to control access to AWS resources
– Granular control (EC2 instances or S3 buckets)

Presenter
Presentation Notes
Theme: towards more centralized security management
IAM brings patchwork of security together across some of their offerings.

Possible script:
A common theme we see is that while there is a lot of value in designing things in a distributed manner, or building systems from many components, it's much easier to ensure security if there's some logically centralized administration.  In the cloud, Amazon AWS' IAM, or Identity and Access Management, is an example of this.  It provides user and group management, as well as authentication and access control for many services hosted in Amazon's cloud.  Authentication is configurable to work via passwords, key pairs, certificates, multi-factor auth, and supports integration with active directory, google, and facebook.  User and group permissions can be configured to control access to AWS resources at a granular level, for example an EC2 instance or S3 bucket.  Much of this functionality could be done in a patchwork way previously, but IAM brings it all together.




19© 2018 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.

Big Data Security Technologies
 HDFS File and Directory
 Single Node Security
 Cluster Security

• Hadoop delegation
• Apache Knox
• Apache Ranger
• Apache Sentry

Presenter
Presentation Notes
Script:
The next set of security topics revolves around big data, primarily Apache Hadoop.  Generally, Hadoop clusters are secured at least in part using a number of the technologies we already covered (or we will, in the case of encryption). There are quite a few additional tools specifically aimed at Hadoop, though, and I’ll discuss some of those here.
 
To begin with, at the lowest levels of Hadoop you have the Hadoop Distributed File System, or HDFS.  Like a normal file system, we have the usual tools of file and directory permissions, but this just isn't the most user- or admin-friendly approach.
 
Moving on, when we look at a single node security, or access to any single node, we’re usually talking about those technologies we’ve already spoken of.  For example, we've seen a lot of customers with Hive instances configured for Kerberos, SSL, or both. 

So the most compelling question here is how we secure the cluster as a whole, and ensure proper authorization throughout it?   This is the same problem that web app servers run into: if I log in, the data I can access should be based on my identity, not that of the app server.  I should see different data than say, the CEO.  One way Hadoop addresses this is through "Hadoop delegation", which is a lightweight complement to Kerberos.  The individual processes that are executing across the cluster are getting permission to act on behalf of the client making the request, *as that user.”  It’s the same basic concept as Kerberos delegation, but much less network intensive.


The remaining Big Data solutions that I’ll go over are all standalone Apache projects that aim to provide security in some way to Hadoop clusters.  These also follow the general theme of trying to provide some sort of centralized security administration to bear on a system.

The first is Apache Knox.  This is a gateway deployment, which serves as a single point of entry, so you'd put this in front of your entire hadoop cluster.  It's intended for REST/HTTP-based Hadoop services.  It’s fairly versatile and can be used as a reverse proxy, or for Authentication, or service-level authorization.  Authentication is configurable, and can support Kerberos, LDAP/AD, Oauth, and others. 
 
Apache Ranger is billed as a way to provide comprehensive data security.  It's plugin based, with plugins existing for many hadoop services.  It centralizes security administration, providing fine grained access, attribute- and role-based authorization, and auditing. It also provides file encryption and key access.  The way this plugin architecture works is that the client still connects to Hive, for example, but Hive then queries Ranger via the plugin to determine whether the user is allowed to do what they're requesting.  
 
Finally, Apache Sentry, developed in parallel to Ranger, which is why they're somewhat similar – the same problems are being addressed.  Sentry primarily provides role-based authorization.  It focuses more on the authenticated user and the data being accessed. For example, Hive will parse a query to determine what the user is trying to access, and then will check with Sentry to see if access to that data is permitted.
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Encryption Technologies
 SSL/TLS - OpenSSL

• Ciphers and Keys
• Certificates and Trust

 Native
• Oracle  (Oracle Advanced Security)
• IBM DB2 ("native encryption“, DATA_ENCRYPT)
• MS SQLServer ("Always Encrypted“, Dynamic Data Masking)

 Password encryption
 Data Scrambling

Presenter
Presentation Notes
Ah, encryption.  So, there's a lot here.  Primarily, what I encounter in regards to encryption is either SSL/TLS related, that is: OpenSSL, or some form of native encryption.

I think most of us have heard of OpenSSL before, if nothing else, that's because it's widely used and as a result, any vulnerabilities found tend to garner a lot of press.  Heartbleed, POODLE, FREAK, anyone?
 
How SSL works is a big topic, so let me over-simplify by pointing out that there are a lot of different ciphers (or encryption algorithms, AES, DES) of different strengths to choose from within OpenSSL.  There are also different protocols, such as SSLv3, TLS1, 1.1, 1.2 and so on.  On top of that, there's the question of certificate management - SSL uses these to establish chains of trust between the client and server (and vice-versa).  All of this equates to a lot of configuration options. 
 
All that can be confusing enough, but it gets even trickier when you take into account industry or gov’t regulations, security policies, and vulnerability tracking.  In many cases, certain ciphers or protocol may be off limits due to compliance reasons. Or, a new vulnerability is announced that renders some particular encryption algorithm unsecure.  You can configure which set of algorithms, or ciphers, are acceptable.  This is usually something that needs to be tunable in either the client or the server, as each organization may have different requirements.
 
Moving on from SSL, a number of sources have their own native encryption schemes.  Oracle, for example, has Oracle Advanced Security, or OAS.  This offers transparent data encryption and redaction, which is useful for auditing and compliance.  The ciphers used in OAS are configurable as well.
 
IBM's DB2 has their own native encryption to encrypt the actual database and backups on the server side, as well as a DATA_ENCRYPT setting which can offer some protection on the wire traffic.  
 
Microsoft SQLServer has a featured called "Always Encrypted," which serves a different purpose.  It encryptS data at the client, with no keys shared with the database.  It's typically used for cloud or on-premises deployments where the database is managed by a group that shouldn't have access to the actual data.  There are ramifications for queries, though, since most filters can't be pushed down since the data is encrypted.  By this I mean that the server can't compare a literal in a query with the data in the database, as it's encrypted.  SQLServer also offers Dynamic Data Masking, which is useful for compliance - for example, social security number fields can have initial sequences overwritten by 'X' characters when queried by general users.
 
Another way that encryption is important is in the runtime application itself.  Runtime memory cannot always be considered safe, as recent vulnerabilities such as Meltdown have shown us.  For this reason, it's important that applications encrypt passwords not only as they're kept on disk, but also in memory to the extent that is possible.
 
Finally, a word on data scrambling -- this is the practice of obfuscating data by replacing characters or digits, inserting dummy values with same characteristics as the original, and so on.  This may not be the best way to protect your production data, but it's often a very useful way to use production data to generate test data for your R&D teams to work with, in a way that still protects your user data in a way that's compliant with regulations.
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How Progress configures and 
tests these complex environments

Presenter
Presentation Notes
So, we've gone over quite a number of the technologies available to securing enterprise data access.  This has been a partial list, and we didn't even have time to really dive into each of the things we *did* discuss, but I hope we've given you the message that it's a very complex issue, with a lot of ongoing activity.

Next up, Jim’s going to walk you through some of the things we do here at Progress to ensure our products offer enterprise security in these environments and others.
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Starts with a Security-Minded Development Culture

 Security Scans – VeraCode
 Static Code Analysis – PREfast
 Fuzz Testing – SQL and Network
 Third-Party Vulnerability Tracking
 Engineering Vigilance

While there’s no one tool or 
process that does everything, 
taken in combination, these 

provide a high level of 
confidence.

Presenter
Presentation Notes
Cyber attacks are relentless, and they aren’t going away.
Secure software is checked for weaknesses throughout the development process (early and often). Can’t just scan it and forget it. 
At Progress|DataDirect, we incorporate a variety of tools that utilized throughout the development process. 
While there’s no one tool that does everything, taken in combination, these provide a high level of confidence.
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Starts with a Security-Minded Development Culture

 Security Scans – VeraCode
 Static Code Analysis – PREfast
 Fuzz Testing – SQL and Network
 Third-Party Vulnerability Tracking
 Engineering Vigilance

 All JDBC drivers scanned weekly

 We fix all Very High, High, and 
CWE/SANS Top-25 issues found

Presenter
Presentation Notes
VeraCode:
VeraCode is a widely used and respected industry tool used to find vulnerabilities that could lead to cybersecurity breaches or hacking.
At Progress|DataDirect, we scan all JDBC drivers weekly and commit to fixing all Very High, High, and CWE/SANS top-25 issues found
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Starts with a Security-Minded Development Culture

 Security Scans – VeraCode
 Static Code Analysis – PREfast
 Fuzz Testing – SQL and Network
 Third-Party Vulnerability Tracking
 Engineering Vigilance

 Compile-time analysis

 Exploitable violations detected:
• Memory management
• Pointer management
• Initialization
• Boundary

Presenter
Presentation Notes
PREfast
Static intraprocedural analysis to find serious defects like crashes and, germane to our conversation, exploitable security holes.
Prefast is able to detect most cases of: memory management, pointer management, initialization, and boundary violations. 
Since PREfast is used at compile time, issues are detected early in the product cycle.
At Progress|DataDirect, static analysis accuracy is augmented by our use of SAL annotations (Standard Annotation Language). These are annotations that describe the contract between the function and its caller.
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Starts with a Security-Minded Development Culture

 Security Scans – VeraCode
 Static Code Analysis – PREfast
 Fuzz Testing – SQL and Network
 Third-Party Vulnerability Tracking
 Engineering Vigilance

 Automated software testing 
technique

 Generates semi-valid inputs to 
expose problematic corner cases

Presenter
Presentation Notes
SQL and Network Fuzz Testing
Wikipedia: Fuzz testing is an automated software testing technique that involves providing invalid, unexpected, or random data as inputs to a computer program. …An effective fuzzer generates semi-valid inputs that are "valid enough" in that they are not directly rejected by the parser, but do create unexpected behaviors deeper in the program and are "invalid enough" to expose corner cases that have not been properly dealt with.”
Of course, it’s these corner cases that can be exploited as security vulnerabilities (e.g., SQL injection).
SQL Injection is a technique in which a hacker can alter the logic of a SQL query before it is executed.
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Starts with a Security-Minded Development Culture

 Security Scans – VeraCode
 Static Code Analysis – PREfast
 Fuzz Testing – SQL and Network
 Third-Party Vulnerability Tracking
 Engineering Vigilance

 Track open source security, license 
compliance, and component 
quality risks

 Provide timely updates to avoid 
known vulnerabilities

Presenter
Presentation Notes
Third party dependencies and vulnerability tracking
We track the third party tools we incorporate into our products to track open source security, license compliance, and component quality risks.
We and provide timely updates as needed to avoid known vulnerabilities (e.g., updates required for issues like OpenSSL Poodle and Freak).
We’ve evaluating technologies like BlackDuck
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Starts with a Security-Minded Development Culture

 Security Scans – VeraCode
 Static Code Analysis – PREfast
 Fuzz Testing – SQL and Network
 Third-Party Vulnerability Tracking
 Engineering Vigilance

 Trained developers

 Security as a differentiator

Presenter
Presentation Notes
Egineering vigilance
Our developers have been trained in security best practices.
But beyond that, they understand that security is a differentiator for us and we want to keep it that way.
For example, we’ve developed a tool for internal use that scans memory during testing to ensure that passwords provided to our drivers do not exist in memory in a clear text format. We unencrypt the passwords only when necessary and write over the memory before freeing it.
The significance of this was recently demonstrated by Spectre, another vulnerability allowing cyber criminals a means to scan computer memory for compromising contents. 
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Supported by a History of Testing Breadth

 25-Years of Test Suite Evolution
 Comprehensive Testing Environment
 Robust Security Verification
 Industry-Specific API Tests

We invest in our testing 
environment so our partners 

don’t have to, delivering 
continuous quality through 

comprehensive testing.

Presenter
Presentation Notes
DataDirect invests in our testing environment so our partners don’t have to, delivering continuous quality through comprehensive testing
Connectors are tested under production conditions using industry compliance testing, third party tools, and proprietary testing suites.
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Supported by a History of Testing Breadth

 25-Years of Test Suite Evolution
 Comprehensive Testing Environment
 Robust Security Verification
 Industry-Specific API Tests

 Millions of test cases for every 
modern connectivity scenario

 Strict ODBC, JDBC, ADO.NET 
and OData compliance
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Supported by a History of Testing Breadth

 25-Years of Test Suite Evolution
 Comprehensive Testing Environment
 Robust Security Verification
 Industry-Specific API Tests

 Windows, Linux, AIX, HP and 
more

 Relational, Big Data, Cloud and 
NoSQL

 Tableau, Power BI, Pentaho, 
Microsoft Office, and SQL Server 
Linked Server
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Supported by a History of Testing Breadth

 25-Years of Test Suite Evolution
 Comprehensive Testing Environment
 Robust Security Verification
 Industry-Specific API Tests

 TLS, Kerberos, Operating 
System and database-level 
authentication

 SSL and Kerberos 
configurations across platforms 
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Supported by a History of Testing Breadth

 25-Years of Test Suite Evolution
 Comprehensive Testing Environment
 Robust Security Verification
 Industry-Specific API Tests

 J2EE CTS
 Microsoft LTM
 FIPS 140-2
 FedRAMP
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Validated by SOC2 Certification
 Attests to Our Technical and Operational Maturity

• Internal controls in place (e.g., security, availability, 
confidentiality) that meet industry best practices

• Assessed by a recognized independent standards 
organization

 Provides a Transparent View into Our Organization  
• Important: data access is a critical function; if not done right, 

problems will find their way into your world
• Necessary: to meet your vendor due diligence expectations

Presenter
Presentation Notes
Our SOC2 Certification, obtained from an Independent Auditor, attests to our technical and operational maturity.
Not easy to do. It can be painful, but we put ourselves through that to demonstrate that we have internal controls in place that meet industry best practices.
Security: Protect against unauthorized access, use, or modification. The entity (1) identifies potential threats that would impair system security, availability, or confidentiality commitments and requirements, (2) analyzes the significance of risks associated with the identified threats, and (3) determines mitigation strategies for those risks (including controls and other mitigation strategies).
Availability:  Available for operation and use as committed or agreed. Environmental protections, software, data backup processes, and recovery infrastructure are designed, developed, implemented, operated, maintained and monitored to meet availability commitments and requirements.
Confidentiality: Information designated as confidential is protected. Access to confidential information from outside the boundaries of the system and disclosure of confidential information is restricted to authorized parties in accordance with confidentiality commitments and requirements.

Most customers are regulated by someone; they can’t just do business with any vendor without questions being asked about their security. We understand that you use our products to accomplish various data accessing functions, but even as you look to us to provide that functionality, the responsibility for the data still rests with you. Our Soc 2 certification gives you a transparent view into our organization giving you confidence in the functionality we provide.

Background:
We are SOC2 Type-1 (we don’t have Type-2). Same general controls examined, but Type-1 is point in time and Type-2 is over an extended period
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DataDirect Security 
Vulnerability Policy
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Upon identification of any security vulnerability that would impact one or more Progress product(s), Progress will 
exercise commercially reasonable efforts to address the vulnerability in accordance with the following guidelines:

Security Vulnerability Policy

Priority * Time Guideline Version(s)

High Risk
(CVSS 8+ or industry equivalent) 30 days Active (i.e. latest shipping version) and all 

Supported versions

Medium Risk
(CVSS 5-to-8 or industry equivalent) 180 days Active (i.e. latest shipping version)

Low Risk
(CVSS 0-to-5 or industry equivalent)

Next major release or best 
effort Active (i.e. latest shipping version)

* Priority is established based on the current version of the Common Vulnerability Scoring System (CVSS), an open industry standard for assessing the severity of computer system 

security vulnerabilities. For additional information on this scoring system, refer to https://en.wikipedia.org/wiki/CVSS.

Presenter
Presentation Notes
TSAnet

While I’v shown you our efforts

Should vulnerabilities surface (e.g., openSSL) Progress publically commits addressing the issues based on the priorities

https://en.wikipedia.org/wiki/CVSS
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Resources and Next Steps
 Explore our Security Matrix

 Learn what we do for ISVs, Financial Companies and Big Data Shops

 Talk to a Data Security Expert

https://documentation.progress.com/output/DataDirect/securitymatrix/index.html#page/securitymatrix%2Fprogress-datadirect-security-support-matrix.html%23
https://www.progress.com/data-connectivity/solutions-isvs
https://www.progress.com/data-connectivity/solutions-financial
https://www.progress.com/data-connectivity/bigdata-hadoop-spark
https://www.progress.com/data-connectivity/contact
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QnA
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