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MOVEit Transfer

Managed File Transfer (MFT) SofiWare for the Enterprise

DATA SHEET

KEY BENEFITS

./ Centralize file transfer
management and visibility

./ Transfer sensitive information
more securely

./ Promote secure end-user
collaboration

.~ Reduce the risk of data loss and
non-compliance

Progress® MOVEIt® Transfer is a leading Managed File Transfer (MFT) software product
used by thousands of organizations worldwide to provide broad visibility and control
over file transfer activities. Whether deployed as a service in the cloud or on-premises,
MOVEit Transfer helps your organization meet compliance standards and secure the
fransfer of sensitive data between partners, customers, users and systems.

Enhanced Security and Compliance

Advanced security features include FIPS 140-2-validated AES-256 cryptography, user
authorization/authentication, delivery confirmation, non-repudiation and hardened
platform configurations. MOVEit Transfer logs activities in a tamper-evident database
and is backed by SOC 2 Type 2, ISO 27001 and FIPS certifications. User access can be
securely controlled via Multi-Factor Authentication (MFA), single sign-on (SSO) and
user-class-based password expiration policies. MOVEit Transfer also supports Secure
Folder Sharing, making it simple for internal and external users to securely and easily
collaborate while maintaining a broad audit trail.

Flexible Deployment Options

MOVEit Transfer gives you the management tools and visibility you need to scale
fransfer activities across the enterprise. It supports a range of deployment options,
including as a managed service (Progress® MOVEit® Cloud), on any Microsoft Azure
server or as on-premises software. The flexible architecture of MOVEit Transfer supports
scalability and availability demands with a web farm implementation. Domain-based or
username-based multi-tenancy configurations are also supported. .
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MOVEit Transfer Features

File Transfer Protocols & Connectors

. FTP
« FTPS(SSL/TLS)

« SFTP(SSH)

« HTTP/S

« SMTP/POP3

« API(REST, Java, NET)

Security

o AES 256-bit encryption of files both in
fransit and at rest

« Encryption key rotation

e FIPS 140-2-validated cryptography

» Cryptographic tamper-evident logging
e Encrypted administrative access

« Tiered architecture enables distributed

configuration across network domains
« Automated rules for policy governance
« Mulfi-factor authentication (MFA)
e Support for TLS 1.3
« Whitelist endpoints

* Non-Repudiation
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Administration

Support for MySQL, Microsoft SQL Server,
Azure SQL and Microsoft SQL on AWS
Relational Database Service; MySQL
included at no additional cost

Delegation of permissions (Groups/Users)
Unlimited simultaneous local/remote users
Management of users, groups, folders, file-
and user-aging policies

Secure Folder Sharing for simple, secure
collaboration

Multiple tenants (Organizations)
Proactive file aging notifications

Single Sign-On Support (OIDC, SAML)

Integrations

REST API for custom programming and
integration

Antivirus Solution Integration: McAfee,
Symantec and Sophos

DLP integration: RSA, Symantec and
McAfee

Authentication against external databases:
Active Directory, LDAP, secure LDAP, Radius
server or any ODBC-compliant database
Progress® MOVEit® Gateway (data storage
in a frusted network)

@ Request your free trial of MOVEit Transfer

© 2026 Progress Software Corporation and/or its subsidiaries or
affiliates All rights reserved. Rev 2026/03 RITM0093705
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Supported APIs: Java, .NET, Rest

e Progress® MOVEit® WAF (web application
firewall)

*  MOVEit Add-in for Microsoft Outlook

Productivity

e Pre-defined and customizable reports
» Customized notfifications

« Custom tfemplates

e Custom branding

o File transfer for any language

* Web inferface support for English, French,
German, Spanish, Japanese, Polish, Arabic,
Brazilian Portuguese and traditional or
simplified Chinese

« Conforms with WCAG AA accessibility
standards

* Ad hoc secure packages and attachments

Clients

« Automate file transfers with Progress®
MOVEIit® Automation

» MOVEit Client for Windows/MacOS

»  MOVEit Add-in for Microsoft Outlook
e Web Transfer (JavaScript)

» Mobile (Android and iOS)

e Progress® WS_FTP® Professional

¢ Progress® MOVEit® EZ

facebook.com/progresssw
twitter.com/progresssw
youtube.com/progresssw
linkedin.com/company/progress-software
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