Establish a More Secure File
Transfer Process for:

o Delivering clinical trial results to the
FDA and EMA

e Securing inbound external data
e Handling payroll processes
e Producing billing and payment data

e Providing regulatory compliance
reports

/ RELIABILITY
@ Leverage a flexible, scalable
architecture that adapts to growing
business needs. .

« High availability architecture

e Scaling for improved performance

¢ Disaster recovery to minimize
downtime

The pharmaceutical industry is highly regulated and
competitive and secure transfer of confidential and proprietary

data is imperative.

Progress® MOVEiIt® is a managed file transfer solution that allows pharmaceutical

organizations fo exchange sensitive information, such as clinical trials, regulatory

reports and claims reports. MOVEit provides the features and deployment flexibility
required to help pharmaceutical IT feams comply with HIPAA, PCI-DSS, GDPR and

other leading cybersecurity standards.

SECURITY

Help prevent sensitive data from
being manipulated or ending up
in the wrong hands.

<

« Encryption (in transit and at rest)
e Data integrity checks
* Non-repudiation

N CONTROL AND
@ BROAD VISIBILITY
Offers visibility into where data is
and who is accessing it.
* Powerful administrative controls
and policy management
* Consistent delivery
o Alerts and dashboards

» File deletion scheduling based on
access or shelf life

COMPLIANCE AND
v—I|] AUDITABILITY
Harden against data loss/tampering

and maintain compliance with data
protection standards.

» AES 256-bit encryption of files at rest

* Tamper-evident audit logs and
reporting

» Compliance facilitation with HIPAA,
HITECH, PCl and GDPR

AUTOMATION
@ Schedule tasks to streamline business

operafions.

e Minimize human error caused by
scripting

« Customize based on your business
processes

« Improve, track and manage workflows
to deliver data to authorized
recipients

The Benefits of MOVEit for Pharmaceutical Organizations

Increased Productivity:

Automate file fransfers and reduce
human errors leading fo delays.

Ease of Compliance Reporting:

Enforce data governance, audit file
transfer activities and comply with key
regulations and standards.

Reduced Risk of Data Loss:

Consolidate your disparate file transfer
processes under a single management
fool with better visibility and
performance reporting.
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Progress® MOVEit® Cloud

» Advanced managed file transfer
as-a-service

* Managed by Progress in Microsoft
Azure

e Scalable, elastic service to meet
changing requirements

Progress® MOVEit® Transfer

» Secure repository for sharing
critical business data with external
parties

e On-premises deployment for
centralized control and increased
visibility

o Compliant workflow for
exchanging sensitive files

Progress® MOVEit® Automation

Ability to push or pull files to/from any
FTP, Unix, email or file server

Greater alignment between data
workflow schedules and critical
business operations

Development of tasks and workflows
without the need for advanced
programming skills

Hundreds of pharmaceutical organizations rely on MOVEit for Secure Managed File Transfer.

@ Request your free trial of MOVEit
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