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Huisregels

¥ Questions
= Kunt u ons niet horen? S
Probeer dan verbinding te
maken met computer audio,
niet met de audio van uw
telefoon. M
L @ iPhone call

= Vragen? Gebruik de guestion P
panel aan de rechterkant van Pantorics Gs20-M :
o Y T i
uw scherm. Pamencscoom :

Talking:

= Opnemen? De sessie wordt
opgenomen.

4” ProgreSS © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved . 2


https://www.progress.com/

Ruben Droge

rdroge@progress.com
+31627035281

Sr. Sales Engineer
Progress
Rotterdam
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Agenda

° Load Balancing in OE omgeving
° Introductie LoadMaster

* Demo
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Load Balancing in een
OpenEdge omgeving



Reference Architecture for Cloud Deployment

) https://host:port/webapp/transport/
Perimeter smms= gy

Service/Resource am=s Internal
Cloud-Hosted OpenEdge
M JSDO Client
DMZ
Web
API Authorization
WSO | B est | Gateway/ Layer
s (JS%N) Router SSO/Direct . :
Hybrid Apps SN _ login WEBE
A N JSDO Load e
Nafi l{ Balancer : :
ative Apps _ 5 :
] o - () \
REST : 2
API , OE Auth
B2BApps External External Identity Gateway
Systems Provider
REST API Processing Queue /D
?ﬁProgress‘i
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LoadMaster



LoadMaster (ADC)

¢ Enhance the Application Experience (AX)
% Software-based solution — With virtual, bare metal, hardware, and cloud offerings
% Focused on load balancing — While offering WAF and authentication as an integrated solution

¢ Most use cases requiring an ADC are actually looking for a load balancer

Provide invisible technology with a visible impact, making it easy for our customers to power an always-on application
experience.

$ PrOgreSS © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.
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About LoadMaster

What We Do The LoadMaster Difference
Make applications highly available Application/workload-centric

Improve scalability & performance Platform independence/ubiquity
Secure and optimize application delivery Easy to purchase, deploy and use

End Users .

Application

& - / Workloads
Devices comm

o |11

o |11

» Progress’
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Technologies: The Basics of Load balancing

Application Firewall,
IPS

Internet

Secure

Forms, RADIUS, 2FA,
CAC, KCD

Authenticate

i l i Persist Cookie, Source IP
E Hardware i

! m@ Load Balancer |

5 i TCP, UDP,

! ! ! Health Check o

; . A ! application
= = = RR, Connection,
! ° ° ° | Load Balance .

! Web Web Web ! Response Time, CR
' Server A Server B Server C i

- Load Balancing Cluster -===========---- |

Pr'OgreSS © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.
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Load Balancing Sample

Progress’

External
Clients

§ Servers

o
= LIl
= — [
v (D) H _|m

1]
Highly Available
Application Delivery
Controllers
=N
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Highly Available
Application Delivery
Controllers
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Industry’s most flexible load balancing options

Virtual
Load Balancers

Ie
=@
.b

Software load
balancing that runs
on common
hypervisors for cloud
and data center
infrastructure

Progress’

Cloud
Load Balancers

=@
‘D

Cloud-delivered load
balancing for public
cloud infrastructure
including AWS and

Azure

Hardware
Load Balancers

=@

Extensive family
of high-
performance
hardware at
unmatched value
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Network Topologies

** In general you can use LoadMaster in a
one-arm or two-arm configuration.

** For each virtual Service (VS) you can T : i ﬁ;:i:e
decide whether to use 1-arm or 2-arm ‘ .irr.il".;;.;e'ml et dslctd wirvr
setup for the service. | QLM o | TR e

** You can use 1-arm and 2-arm | wwuil ee— ™ ‘"iflif;t.ff”f?;i“:';f” ¥ mdifier ob is the acthen 4
configurations on the same LoadMaster. = PR b |
They can be configured and run at once = S — ’ e

on the same LoadMaster.

$ ProgreSS © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.
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Single Arm Configuration

t.
C>f:’ Clmar
C I
. . . ’/’ \\\ //’ o
Single Arm Configuration / DMZ V! LAN
% When the same interface is used to host a = => - —>
Virtual Service as well as contact the Real «(::>SWI’[C|’] _ «C:> Switch
Servers for that service. ros @ <= (D <=

% Most commonly used when a Virtual
Service is deployed in the same subnet as
the Real Server(s).

 [1[1]]
o 11111

d 11111

a l1[1]]
o [111[]

el
S eIl

Web Mail DNS
Server Server Server /

Web Mail
Server Server Server

— e o e e e e e m e m m e e e e e —
o EEm o o  mm m m m mm mm m m mm m m m mm m m ——

— o o o e e - —— o o o e e o o o o o =
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Two Arm Configuration

Cy

Two Arm Configuration

«* When the interface used to host a
Virtual Service is different than the
interface used to contact a Real Server.

¢ Real Servers can reside in other
directly connected networks to the LM.
Alternately routing can be applied to
connect to the Real Server.

Pr'OgreSS © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserve
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LoadMaster communication Layer 7 (ransparency and

SOR off)

Progress’

Client-IP

Client-IP

VIP VIP
< = <
P = @ p=S
VIP VIP

Subnet Originating Request - OFF
/

Standard Options
Force L4 |:|
Transparency |:|

Subnet Originating Requests |:|

Extra Ports | | Set Extra Ports

IP Server

IP Server

L1
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LoadMaster communication Layer 7 (Transparency

on)

Client-IP

=>
P

Client-IP

R/

«* Backend Server sees traffic from client
|P

** | oadMaster Interface IP must be set as
default Gateway on the Backend
Server

«* Client and Backend have to be on

different Networks for this to work

Progress’

VIP _ Client-IP IP Server
— <
VIP @ Client-IP 4-‘::> IP Server
Transparency on
/
Standard Options o /
e —

Persistence Options Hcde:| MNone

d

Scheduling Method | round robin v ]

Use Address for Server NAT

filiates. All rights reserved

L1
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LoadMaster communication Layer 7 with SOR

Client-IP VIP Int-1P IP Server

«(:{> nomm «C:>
p=S =~ @ &

Client-IP VIP Int-IP IP Server
s Backend Server sees traffic from the Subnet Originating Request - ON
LoadMaster Interface IP
¢ Not working with non-local Realservers,
Prod traffic than from VIP Address

Standard Options
Force L4 |:|
Transparency ]

Subnet Originating Requests

Extra Ports | | Set Extra Ports

Progress’

L1
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Load Balancing
Fundamentals —

** Server Load Balancing (SLB) ==\

X/

** Manage server access and availability
R/

%* Access = load balancing methods
+** Availability = health checks

** Load balancing methods:
**» Round robin

Weighted round robin

Least connection

Weighted least connection
Agent-Based Adaptive Balancing
Fixed weighting

Weighted response time

Source IP hash

URL Hash

~

1
TR0

D)

|

o101}
 L1111]

L

APP APP

) ) ) ) ) ) ) )
0’0 0’0 0’0 0’0 0’0 0’0 0’0 0’0

Question: What does load balancing methods do?

o
PrOgreSS © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.
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Session Persistence

** Session Persistence: Send Returning Client to the same Server
“**Ak.a. “Session Affinity”, “Sticky Sessions”

**Based on - Cookies, Source IP, RDP token, Header, ...

¢ Port Following - Provides persistence for HTTP and SSL services

PrOgreSS © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.
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_ayer 7 / Source IP-
pased Server
Persistence

Better: Application Level (L7) Criteria with SSL Offload

Examples:
% Cookie
Either using application's cookie
or set own ("Active Cookie")
% SuperHTTP (HTTP Applications)
Multiple HTTP Headers combined
% URLHash
Same URL
=Same Server
% Hash of HTTP Query Item
Same HTTP Request Parameter
=Same Server

Fallback to Source IP possible
("...or Source IP")

* L7 without SSL = Source IP

PrOgreSS © 2022 Progress Software Corporation an:

d/or its subsidialies griaffllietés FAllrights reserved.
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SSL Offloading

**Load Balancing of encrypted traffic
**Or decryption on the Load Master
*** Optional Re-Encryption between LoadMaster and Servers

** Advantages?

PrOgreSS © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.
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| oad Master —
Administrative

ACCeSS Administrator Access

Allow Remote 55H Access Using: | All Networks ~| port: 22 N set Port

. . 55H Pre-Auth Banner
The Administrator WUI Access can

Allow Web Administrative Access ] Using: [ eth0: 192.168.100.10 |v| Port- [443 ]

be set to a dedicated Interface or dmin Defout Gotewey [152.1639001 ]

. Allow Multi Interface Access |:|
be granted to mUItlple Enable API Interface [ Port:

Q:Q It |S Important to Set the Self-Signed Certificate Handling | RSA self-signed certs ~ |
Outbound Connection Cipher Set | Mone - Qutbound Default |~ |
DefaUIt Gateway fOI’ the N IC Admin Login Method | Password or Client certficate e
Only Password mode is available if no Pre-Auth Banner is specified
set for the WUI Access Enable Software FIPS 140-2 level 1 Mode
‘ - - -
**Certificates and Security > GEO Settings
Rem Ote ACC eSS Remote GEOQ LoadMaster Access | | Set GEO LoadMaster access
GEQ LoadMaster Partners | |
GEO LoadMaster Port
GEO Update Interface | eth1: 10.0.0.10 v|

$ PrOgreSS © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved. 24
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Load Master: Static Routes

» Progress’

Only use these routes for access to remote real servers, not for client routing

& kemp

LoadMaster
Additional Routes

P Virtual Services
* Global Balancing
b Statistics
Real Servers
* Rules & Checking
* Certificates & Security

¥ System Configuration
¥ Metwork Setup
~ Interfaces
»ethd »bndl »eth2

» | Wirtual LAN b

» Host & DNS Configuration
» Default Gateway

» Packet Routing Filter
»Y¥PH Management

¥ H& Parameters

k Limiting

P System Administration
¥ Logging Options

* Miscellaneous Options

Help

Fixed Static Routes

Destination Gateway Operation
10.0.30.141 10.1.162.2
10.1.161.0/24 10.1.162.2

Toi00:0:0:0:0:0:801:A23C

fd00::a0i1%b0a

Add Mew Route

Destination | Gatewsay

|

© 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.
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Redundancy....
What are my
options?

/7

“ High Availability pair

/7

% Clustering

/7

% Geo Partnering

» Progress’
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High Availabilty.....

+* High Availability Pair (Max 2 units)

+* Equivalent products (No Mix+Match)
+* Physical or Virtual Offerings

** Active/Passive Solution

*%* Cost Effective HA Deployment

Progress’

— eth 1
:__ =~ eth1
<
eth 0 eth 0
| i
D D
D D
D D
D D
D D
D D
D D
O O
serverl server 2

© 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserve
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Clustering Options

+* Clustering (min 4 max 16)
*%* Equivalent products

+* Physical or Virtual Offerings
+* Scale out — SSL TPS

*%* ldeal for linear growth

Progress’

© 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserve

A
Clients :"
==\

d.

S

Kemp LoadMaster (node)

—>
[-B-0 § |

\ 4

S

S

g.

Cluster
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Real Servers
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GEO Load Balancing
Reference Architecture

+*  Multi-Site Load Balancing
*%* Geo Location Options
** Active/Active Offering

** DNS Based Solution

Fall

[ aannnanl
M
111111

d [11[1]

Progress’

sl
AN
&

~~NewYork-—- - = — = = — - — — - - -
|

Ll

[ aannnanl
~ i
111111
 L1[1]]
LLLLLLL

ssssn gy

____________________

,-Singapore-- - - = - - — - — - - - - |

|

|

- o

| ! ! |
| |

: | i :

' Secure | | Secure !

| Sync  Sync |

| — 1 | ——>
| |

: | | :

| ! ! [
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Example: Layer 7 Load Balancing

=

webmail.adatum.com /
>

ooEnR >

autodiscover.adatum.com j Layer 7
o
Balancer

$ ProgreSS © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.
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Vi rt u al Se rVi C eS Virtual Services I (vLM1] 01:42:52 PM

Virtual IP Address Prot Name Layer Certificate Installed Status Real Servers Operation
10.0.0.110:80 tcp  Web - intranet.kempdemo.com L7 9 Up & APP1kempdemo.com:8080

& APP2 kempdemo.com:8080

Virtual Service is the term for a load balanced,
reverse proxy service hosted on the
LoadMaster. Each service or series of services

are configured to support a specific applicatiQimme
Properties of VIP tcp/10.0.0.110:80 (Id:1)
or workload.

A pimi] 01:44:43 PM

+»» Clients will connect to the virtual service,

Properties for tcp/10.0.0.110:80 (Id:1) - Operating at Layer 7

rather than t_heir app_lication server or.
servers. This helps increase application Basic Properties
avallablllty Service Name |Web— intranet.kempdemao.com |
i . . Alternate Address | |
* The LoadMaster will determine which server Service Type [HTTP-HTTR/2-HTTPS [V]
to send each client request to; based on — =
server health checking, advanced e
scheduling methods and server affinity. Tansparency [
Subnet Originating Requests
Extra Ports | [ set £xtra ports
Persistence Options Mode:| Mone
Scheduling Method | round robin

Idle Connection Timeout (Default 660) l:l Set Idle Timeout

Use Address for Server NAT D

Quality of Service | Normal-Service E]

Reference: Feature Description Virtual Services

$ ProgreSS © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved. 32
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Demo Setup

- = VM met 1 Prod PASOE instance

= LoadMaster instance

4” PrOgreSSO © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserve
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Referenties en

— , documentatie

» Progress’

Gratis versie LoadMaster
https://freeloadbalancer.com/
OpenEdge HealthScanner
OE en Load Balancing

Avoid downtime with PASOE
L oadMaster documentatie



https://www.progress.com/
https://freeloadbalancer.com/
https://docs.progress.com/bundle/pas-for-openedge-management/page/Use-the-OpenEdge-HealthScanner.html
https://docs.progress.com/bundle/openedge-continuous-operation-guide/page/Use-a-load-balancer-with-OpenEdge.html
https://docs.progress.com/bundle/openedge-continuous-operation-guide/page/Avoid-downtime-with-PAS-for-OpenEdge.html
https://support.kemptechnologies.com/hc/en-us/sections/360013622812-LoadMaster
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